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arrangement, Congress passed a further extension, the Terrorism Risk Insurance

Program Reauthorization Act (TRIPRA), in 2007. This extended government pres-

ence in the industry through 2014,

While the details of government support have evolved from TRIA to TRIEA to
TRIPRA, the program’s essential features have remained the same. Here we describe
the current TRIPRA scheme, although we refer to the combined legislation as TRIA
for brevity. (A fuller discussion of these terms with detailed references to the legisla-
tion can be found in Russell and Thomas 2008.)

« Definition of terrorism  An act of terrorism is any violent act causing damage to
the United States or to a U.S. flag vessel or air carrier as certified by the Secretary of
the Treasury. TRIPRA removed the requirement in prior legislation that the act be
committed on behalf of foreign interests. Acts of domestic and foreign terrorism are
now treated on an equal footing.

« Insurer obligations Insurers!! are required to “make available property and ca-
sualty insurance coverage for insured losses that does not differ materially from the
terms, amounts, and other coverage limitations applicable to losses arising from
events other than acts of terrorism” (TRIA §103.C.1.b). This clause was interpreted
as requiring insurers to continue offering terrorism coverage as was standard before
September 11. The “make available” clause generally did #ot apply to WMD terror-
ism coverage, since that coverage was rarely offered prior to September 11. How-
ever, TRIA’s benefits (see below) would apply equally well to an insurer who chose
to offer WMD terrorism coverage.

« Government reinsurance TRIA provides insurers with government reinsurance,
whereby a part of certain terrorism losses would be reimbursed by the U.S. Trea-
sury. As of 2007, the key features were as follows: (1) Losses must exceed a $100
million “trigger” before TRIA coverage is activated.1? (2) Each insurer has a deduct-
ible limit equal to 20 percent of its total property and casualty insurance premiums
earned in 2006. The deductibles for the largest insurers now exceed $1 billion (CBO
2007). (3) For amounts above an insurer’s deductible, the government will reim-
burse the insurer for 85 percent of its terrorism losses. (4) The liability of the U.S.
government and insurers combined is capped at $100 billion. It is presumed that
Congress would take further action were losses above the cap to occur. (5) Insurers
pay no premiums or fees for their government-provided reinsurance. This feature
limits the incentive of insurers to quote risk-based premiums, which in turn limits
the mitigation benefits that can be expected from TRIA. (6) The government must
recover 133 percent of any TRIA payments it makes up to $27.5 billion, which is
called the industry retention level, by imposing a surcharge on all applicable prop-
erty and casualty policies. For government payments that exceed the $27.5 billion
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threshold, the Secretary of the Treasury has the right to impose continuing sur-
charges until all government payments are recovered.

The U.S. insurance industry has generally and strongly supported TRIA and its
extensions, which is perhaps surprising for two reasons: (1) the industry quickly
exited terrorism insurance after the September 11 attack, and (2) as a result of
TRIA’s deductible formula, the industry is exposed to significant losses for events
up to the September 11 scale (Dixon et al. 2007; CBO 2007).

One possible explanation for the industry’s support is that it has sufficient
resources to cover conventional terrorism losses up to September 11 levels; after
all, all of the insurance claims from September 11 were paid. Indeed, given that the
reinsurance benefits under TRIA apply equally well to conventional and WMD ter-
rorism risks, insurers might also be willing to offer WMD terrorism coverage, even
though TRIA does not require them to do so. In fact, very little WMD terrorism
coverage has become available under TRIE and TRIEA (GAO 2006e).!3 GAO
(2006d) references two special factors, beyond large size and hard-to-compute costs,
that might persuade insurers not to offer WMD terrorist coverage: (1) that the
insurers already have substantial WMD exposure from state laws that require such
coverage in Workers’ Compensation policies, and {2) the possibility that the full ex-
tent of WMD losses might not be determined until years after the event.

Ibragimov, Jaffee, and Walden (2008) offer an alternative explanation for the
industry’s endorsement of TRIA, namely that each insurer is prepared to offer ter-
rorism coverage as long as it is knows that all other insurers will do the same.
(This is exactly the form of TRIA’s “make available” clause for conventional terror-
ism risks). The fact that TRIA’s “make available” clause does not apply to WMD
terrorism then explains why insurers may not be willing to offer WMD terrorism
coverage.'4

9.2.2 WMD Terrorism Insurance

Even though TRIA does not require insurers to make WMD terrorism coverage
available, the question still arises as to why insurers would not voluntarily offer
this coverage, given that TRIA provides free Treasury reinsurance for WMD losses
on the same terms as conventional terrorism losses. To answer this, we return to the
question of why certain risks are deemed “uninsurable.” Earlier, we pointed out
that the two main issues for the provision of all forms of catastrophe risks by private
insurers are (1) the potentially large size of the risks, and (2) the difficulty of quanti-
fying the actuarial costs. We first focus on the potentially enormous losses that
could be created by a WMD terrorist attack, based on four separate analyses of the
potential losses.
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Table 9.4
Potential losses from WMD attacks, $ billions

Property Workers Total

damage compensation  losses -
Sarin gas attack (1,000 kg ground dispersal) 21 7 28
Dirty bomb (15,000 curies of Cesium-137) 62 0.2 62
Anthrax attack (1 kg anthrax slurry) 35 26 61
Anthrax attack (10 kg anthrax slurry) 112 59 171
Anthrax attack (75 kg anthrax slurry) 266 74 340
Sabotage attack on nuclear power plant 202 15 217
Nuclear bomb (1 kt) 140 100 240
Nuclear bomb (5 kt) 250 200 450

Source: Risk Management Systems {2005)

Estimates from Risk Management Solutions Inc. Table 9.4 provides estimates of
potential insured losses from specific CBRN attacks by Risk Management Solutions
Inc. (RMS), a firm that specializes in estimating expected losses from catastrophic
events for the insurance industry.

The RMS estimates range from a $25 billion sarin gas attack to a $450 billion
tactical nuclear bomb. Property damage represents the larger part of all total losses,
although workers compensation losses are also significant in almost all cases. It
should also be recognized that the RMS results exclude two other sources of losses.
First, the RMS estimates exclude insured losses on business interruption and life in-
surance risks. Second, the estimates exclude any “multiplier” costs that would arise
from economic disruptions across the full economy (chapter 14). Earlier, we noted
that the economic losses created by September 11 far exceeded insured losses; simi-
larly, the economic losses of the London subway bombing in July 2005 are put at $4
to $6 billion, even though insured losses were minimal (RMS 2005).

Estimates from the American Academy of Actuaries Table 9.5 provides an alterna-
tive set of projections from a study by the American Academy of Actuaries (2006) of
insured losses from possible CBRN incidents.

In New York City, a large CBRN event could cost as much as $778 billion, with
insured losses for commercial property at $158 billion and for workers compensa-
tion at $483 billion. In comparison, we earlier noted that the total industry capital
currently available to cover terrorism losses is about $185 billion. In addition to
New York, three other cities were included in the analysis: Washington, D.C., San
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Table 9.5

Insured loss projections from WMD terrorist attacks, $ billions

Type of coverage New York Washington San Francisco Des Moines
Group life $82.0 $22.5 $21.5 $3.4
General liability $14.4 $2.9 $3.2 $0.4
Workers comp $483.7 $126.7 $87.5 $31.4
Residential property $38.7 $12.7 $22.6 $2.6
Commercial property $158.3 $31.5 $35.5 $4.1

Auto $1.0 $0.6 $0.8 $0.4
Total $778.1 $196.8 $171.2 $42.3

Source: American Academy of Actuaries, Response to President’s Working Group

Table 9.6
Allocation of insured losses by insurance lines from anthrax attacks, $ billions

Indoor attack Qutdoor attack

Property $11 $100.4
Workers’ compensation $6.1 $43.5
Group life $0.3 $2.5
Individual life $0.2 $2.1
Accidental death/dismemberment $0.2 $1.5
Health $0.0 $22.4
Total $8.0 $172.3

Source: Rand (2005b)

Francisco, California, and Des Moines, lowa. Clearly a CBRN attack could cause
insured losses on an unprecedented scale.

Anthrax Release Fstimates from the RAND Corporation The RAND Corporation
in conjunction with RMS has carried out an extensive analysis of the possible losses
that would be inflicted by anthrax attacks (Carroll et al. 2005).}5 The RAND
study evaluates two different anthrax attack scenarios, one within a single large
building, the other an outdoor release that is widely disbursed. Table 9.6 summa-
rizes the study’s major quantitative results. For the indoor anthrax attack, the esti-
mated total insured losses are about $8 billion, including over $6 billion of workers
compensation claims and over $1 billion of property damage claims (primarily the
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estimated costs of decontaminating the building, including the possibility tha
the building and its content would need to be replaced). The total insured losses:
from an outdoor anthrax attack are estimated to be over $172 billion, more than"
twenty-five times as large as the indoor attack. Here the largest component, ove
$100 billion, is property damage, reflecting the large number of buildings affecte
and the large costs of decontaminating them. The next component, $43 billion, is
workers compensation claims.

The RAND study also evaluates who would be responsible for paying these:
claims under the 2002 TRIA act. For the indoor anthrax attack, the firm(s) insuring
the building would pay all the claims, since it is expected that their losses would be
less than their TRIA deductibles. In other words, given the relatively small total in-
sured losses of $8 billion, there would be no payments from the U.S. Treasury.16 Ag
noted earlier, the insured losses would have to exceed the September 11 scale for
any significant U.S. taxpayer liability to accrue under TRIEA.

Interestingly, individual insurers are not expected to reach their company-specific
deductibles for the outdoor anthrax attack either, assuming that the affected build-
ings were relatively small and insured by a diverse set of firms. As a result, the
insurers would pay all claims from their own resources. Thus, even though
the losses created by the outdoor anthrax attack are twenty-five times as great
as the indoor attack, U.S. taxpayers still have no liability because losses are dis- -
persed across many insurers.

The Nuclear Threat: Lessons from Nuclear Reactor Accidents A nuclear terrorist
attack could be expected to take one of three basic forms: (1) the dispersal of radio-
active material sprayed from an airplane or through a conventional chemical
explosion—a so-called dirty bomb; (2) an attack on a nuclear reactor, also with
the goal of dispersing radioactive material; and (3) the detonation of a nuclear
bomb.

No such attack has occurred to date, and therefore no data are available to mea-
sure its effects. However, approximately 443 nuclear reactors exist worldwide,
including 104 in the United States. These reactors all face the risk of an uncontrolled
nuclear chain reaction, leading to a core meltdown, and quite possibly to extensive
radioactive emissions. Such a failure did, in fact, occur at Chernobyl’s Reactor no. 4
in 1986. The effects of a core meltdown and radioactive emissions from a nuclear
reactor could reasonably parallel the effects of terrorist attacks (1) and (2) above.
Nuclear reactors, fortunately, provide no parallel to a terrorist nuclear bomb attack,
since nuclear reactors are incapable of creating a nuclear explosion. A nuclear bomb
attack is also widely considered to be technically the most difficult, and therefore
the least likely. In any case, in this section we analyze the available evidence on the
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effects of radioactive release from a nuclear reactor and how insurance markets and
governments have responded to this risk.

In 1982, Sandia National Laboratories prepared a study of the effects of a core
meltdown and radioactive release at one of the two Indian Point nuclear power
plants north of New York City on the Hudson River. The study estimated 50,000
near-term deaths from acute radiation and 14,000 long-term deaths from cancer. A
much more recent study, Lyman 2004 estimates 44,000 near-term deaths and as
many as 518,000 long-term cancer deaths within fifty miles of the plant. The latter
study simulates 140,000 different weather combinations and then employs a Value
At Risk (VaR) methodology, with the above results based on the 95th percentile
among the worst outcomes. The varying results can be traced to the use of different
input parameters, a newer computer simulation, and population growth since 1982.

Heal and Kunreuther (2007) provide some rough estimates that translate the
lossesfrom a nuclear reactor meltdown into dollar amounts. They project business
losses in the $50 to $100 billion range, and as much as $300 billion dollars in
human death costs. This total is within the range of the estimates provided in tables
9.4 and 9.5.

Even as the first U.S. nuclear reactor was planned, private insurers anticipated the
enormous meltdown costs and refused to offer coverage. Doomsday meltdown sce-
narios were easy to put forward, and of course it was impossible to counter these
with a historical record of safe performance. In addition, anytime the word nuclear
is used, special alarm bells sound.1? As a result, private firms were unwilling to con-
struct or manage nuclear reactors, since they feared that, in the absence of insur-
ance, the losses created by an accident could lead to bankruptcies.

The specific solution that was developed to insure nuclear reactor risks is also use-
ful in analyzing the more general problem of insuring CBRN terrorism risks. The
key step for nuclear reactors was the 1957 Price Anderson Act (hereafter PA Act),
which limited the liability of the nuclear reactor industry. Further discussion can be
found in Heal and Kunreuther 2007. Like TRIA, the PA Act was viewed as a tem-
porary measure, providing what was thought would be enough time (ten years) to
enable the private insurance markets to assess and price this risk. In actuality, the
Act was renewed repeatedly. The most recent extension in 2005 extends the Act

_ through 2025.

The original 1957 PA Act placed a $560 million ceiling on the potential liability
of nuclear power plant operators. Below that limit, the private insurance industry
was to insure $60 million, with the federal government insuring the next $500 mil-
lion. The role of the federal government as direct insurer was phased out in 1977.
Under the current Act, private insurers are required to provide $300 million in in-
surance and the nuclear power industry itself provides further coverage up to a total
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counterintuitive, often prescribing damages payments from seemingly unlikely de
fendants to equally unlikely plaintiffs. For example, an individual walking pas
building suffering a terrorist attack might be required to pay damages to the land
lord if the volume of nearby street traffic helped make the building a target. Thy
authors therefore conclude that the tort system is an unlikely mechanism for imple
menting mitigation incentives and end by endorsing insurance, perhaps coupled”
with direct compensation to victims, as a more effective mechanism. :

The impact of the tort system can be seen in two cases we discussed earlier, the
nuclear reactor industry and the development of ultralarge oil tankers. In the formes
case, the perceived liability was so large that the industry was unwilling to build and :
operate reactors until government passed legislation creating an insurarice pool
and capping overall liability. In the latter case the insurance premiums required to
cover possible environmental claims exceeded the benefits of larger tankers, which -
were then cancelled. :

9.3.5 Alternative Strategies for Government Intervention »
We now consider some alternative policies for stimulating the provision of private
WMD terrorism insurance in the United States. We start with a discussion of the
permanent renewal of a TRIA-based policy, in which the government continues to
provide reinsurance for the top tiers of the terrorism risks, but with a proposed ex-
pansion of the “make available” requirement to include WMD terrorism risks. Al
though this is the most likely form for congressional action, at the end of this section
we also survey alternative policy options that have been proposed and appear wor.
thy of continuing consideration.

Extend TRIA and Expand the “Make Available” Clause to WMD Terrorism The
most immediate strategy for creating a viable supply WMD terrorist coverage in the
United States is to rewrite TRIPRA so that the “make available” clause applies to
conventional and WMD terrorism risks alike. This solution, however, is strongly
resisted by the insurance industry. For example, the Aon Corporation made the fol-
lowing key points as part of a lengthy contribution to the U.S. Treasury and Presi-
dent’s Working Group on Terrorism Insurance:

* WMD losses present “a potential for insured loss exposure in excess of the TRIA
annual aggregate reinsurance capacity of $100 billion.”

* WMD losses threaten to expand “deductible and coinsurance exposures.”

* The (re)insurance industry views WMD event exposure as a “company killer”
(Aon Group 2006).

Because Aon’s viewpoint is so typical, it is worth examining in more detail. In the
first place it is difficult to see why the addition of WMD risks poses a risk of expo-
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sure beyond the $100 billion cap. Under current TRIPRA provisions, the maximum
for a private insurer’s losses is equal to the company’s deductible plus 15 percent of
its aggregate losses up to $100 billion. This is true whether the loss is due to a con-
ventional or a WMD terrorist attack, so adding WMD coverage cannot increase in-
sured losses above the $100 billion limit.

On the second point, Aon is right to note that the addition of WMD liability
would raise the probability of loss, and hence the company’s expected loss, below
the $100 billion cap. On the other hand, insurers would presumably charge addi-
tional premiums to cover the expected additional risk. This means that net expected
profits could be higher when WMD coverage is provided.

In any case, it would not be difficult to craft legislation to address industry’s spe-
cific concerns. For example, new legislation could recognize two forms of terrorist
attack, conventional and WMD. If the attack was certified to have used WMD,
then it could be assigned lower deductible and coinsurance requirements than for a
conventional artack. Such changes would moderate the industry’s maximum loss
from a WMD terrorist event, and allow a satisfactory apportionment of risk be-
tween the public and private sectors.30

Since 2001, the financial situation of insurers has improved markedly, their pro-
tests to the contrary, so that requiring them to cover WMD risk with a $100 billion
cap ($65 billion after taking the deductibility of losses for tax purposes) would be a
far less burdensome task today than it was when TRIA was enacted. Indeed, private
workers compensation insurers already provide WMD terrorism coverage and are
supported by the TRIEA backstop. We turn now to the special issues raised by this
line of insurance.

The Special Problem of Workers’ Compensation The workers’ compensation line
of insurance raises special issues with regard to WMD attacks. The problems are
unrelated to insurance principles, but instead reflect the special history of workers’
compensation insurance in the United States (Moss 2002). In the early twentieth
century, the number and intensity of work stoppages in response to on-the-job in-
juries were becoming ruinous for management and workers alike. This led to a
compromise solution in which workers gave up the right to sue employers for job-
related injury, while employers accepted a duty to purchase workers compensation
insurance without any exclusions.

The absence of exclusions for workers’ compensation has forced private insurers
to provide WMD terrorism coverage, notwithstanding their claims that such risks
are “uninsurable.” As table 9.5 shows, the exposure to this line is significant:
workers’ compensation losses in an attack on New York City could amount to
$483 of the total projected $778 billion loss, and in all four cities workers’ com-
pensation would account for more than 50 percent of the total loss. Conventional
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and WMD terrorist attacks would also distribute losses quite differently between -
personal lines (such as workers” compensation and life insurance) on the one hand .

and business and property damage on the other. For example, as shown in table 9.2,
less than 9 percent of the total losses from the conventional September 11 attack
were related to the personal lines. WMD attacks, in contrast, would be expected to
create exceptionally large losses for the personal lines including life insurance and
workers’ compensation.

The size of workers’ compensation WMD exposure is not small. If a company in
the District of Columbia (where the death benefit is worth approximately $1.8 mil-
lion) were to lose 300 employees as a result of a terrorist attack, the total claim
would reach $500 million (NCCI 2006). However, not all of this falls on the private
sector. In four states and two territories,>! workers’ compensation insurance is pro-
vided by a state-run monopoly, and in thirteen other states a not-for-profit state
enterprise competes with the private sector.3? Still the private sector’s exposure is
significant. In California, for example, the share of the risk taken by private insurers
rose rapidly between 2005 and 2006 (from 58 to 69 percent) and the state is
actively campaigning to expand the private market even further.

Since private insurers voluntarily accept their exposure to WMD risk in
the workers’ compensation line, extending future TRIA legislation to expand the
“make available” requirement would appear feasible.

Government Pricing of Terrorism Insurance An important criticism of the TRIA
legislation is that the terrorism reinsurance is provided without charge.33 A common
response is that pricing terrorism risk is a difficult task for private insurers and well
beyond the ability of the government. Priest’s (1996) analysis, however, suggests a
more realistic answer, namely that government insurance invariably becomes subsi-
dized insurance. Nevertheless, it behooves proponents of risk-based pricing of gov-
ernment insurance to provide a reasonable mechanism.

Lewis and Murdoch (1996) and Cummins, Lewis, and Phillips (1999) offer a so-
lution in which the government would auction a fixed amount of reinsurance con-
tracts to private market insurers and reinsurers. The contracts would obligate the
government to indemnify the insured party for any losses created by the insured
event. The experience gained in designing catastrophe bonds (section 9.3.3), would
provide a practical template for such contracts. The proposed auction would iden-
tify the proper market price for the reinsurance coverage, and would also ensure
that the contract was awarded to the entities for which it had the greatest value,
that is, the highest bidders. The program would also be self-financing in the sense
that the premiums determined in the auction should equal the expected losses. Of
course, the actual losses in any year could exceed the expected losses, but good for-
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tune should be equally likely and the government should break even over time. Fi-
nally, the mechanics for such government auctions could be readily developed by

following, for example, the methods already used to auction Treasury bills and
bonds.34

Lender (Not Insurer) of Last Resort TRIA and related proposals that provide a
government backstop for terrorism insurance basically enlist the government as the
insurer of last resort. However, the fundamental market failure that requires govern-
ment intervention occurs in the financial, not the insurance markets. That is, the
primary concern of insurers is how they can access sufficient capital to pay for cata-
strophic losses if and when they occur. Obtaining access to capital is fundamentally
a financial problem: indeed, we have seen under TRIA that industry proceeds rap-
idly and efficiently with the work of an insurer—that is, designing contracts and un-
derwriting policies—as soon as it is confident of a capital backstop. This suggests
that government could quite possibly backstop terrorism insurance markets by act-
ing as the lender, instead of the insurer, of last resort.

Acting as the lender of last resort, of course, has been the core activity of central
banks for hundreds of years. Central banks adopted this method to stop bank runs
and thereby protect the stability of the commercial banking system. The need for
central banks to provide liquidity to the financial system is long established, al-
though it should be recognized that it reflects a financial market failure; otherwise,
a bank in need of liquidity would just sell some of its assets to the “market,” and
there would be no need for the government/central bank to intervene.

In this sense, problems caused by a liquidity crisis in the banking system and catas-
trophe insurance disruptions have a common source, namely a lack of ready capital.
Of course, there are differences. A solvent bank facing a bank run has a balance
sheet with sound, pledgeable, assets such as bonds and loans. The existence of these
assets allows the central bank to act as the lender of last resort without putting itself
at any serious financial risk. An insurer, however, having paid out its reserves after a
catastrophe, has no such accumulated assets to discount. This difference, however, is
one of degree and not kind. Just as certain events create a flight to quality among
potential providers of liquidity to banks, so do certain events create a liquidity crises
for catastrophe insurers. Though made in the context of banking, the following re-
cent statement by a former chairman of the Federal Reserve System applies equally
to catastrophe insurance:

Policy practitioners operating under a risk-management paradigm may, at times, be led to un-
dertake actions intended to provide insurance against especially adverse outcomes. ... When
confronted with uncertainty, especially Knightian uncertainty, human beings invariably
attempt to disengage from medium to long-term commitments in favor of safety and
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liquidity. ... The immediate response on the part of the central bank to such financial implo-
sions must be to inject large quantities of liquidity {Greenspan 2004).

The lender of last resort scheme discussed here has many details requiring furthes:
attention, but it is of some interest that a scheme with many of these features has
recently been instituted by the state of Florida. (Interested readers should consult
Jaffee and Russell 2007b.) ,

9.3.6 Global Responses to the WMD Problem
Terrorism is a global problem and some form of government support for terrorism
insurance exists in many countries. Prior to September 11, countries such as the
United Kingdom, Israel, South Africa, and Spain had already experienced terrorism
attacks, and in these countries, government programs were already in place to sup-
port private markets. The attack on September 11 caused many other countries—
for example, France, Germany, and Australia—to put in place their own govern-
ment programs. (Interested readers can find a review of these programs in Guy
Carpenter & Co 2007.) WMD risk is handled in different ways in different coun-
tries. Here is a brief list:

United Kingdom In the United Kingdom, the government-supported terrorism re-
insurance pool, Pool Re, makes no distinction between conventional and WMD risk
(a nuclear exclusion was deleted in 2002). The UK also has a sizable private market
in which WMD risk is typically excluded.

France In France the government terrorism insurance scheme GAREAT excluded
nuclear attacks until 2006. Today, WMD risk is treated no differently from conven-
tional terrorism.

Germany In Germany WMD risk is excluded from the government terrorism
scheme Extremus.

Australia In Australia the government run reinsurance pool ARPC includes chem-
ical and biological loss but excludes nuclear.

As this list shows, experience with WMD risk varies from country to country, but as

the UK and French examples show, several public programs currently include
WMD risk.

9.4 Conclusion

Although experts disagree on how close terrorists are to having a WMD capability,
there is no disagreement on how avidly such weapons are sought. And if they were
available, there is little doubt that they would be used. For this reason, the con-
tinued exclusion of WMD risks from property insurance contracts under TRIPRA is
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a matter of significant concern. It is not credible to argue, as many insurers do, that
WMD risk is “uninsurable” when, as we have seen, providers of workers compen-
sation routinely provide this insurance. The workers compensation insurers
must find the government backstop sufficiently reassuring to continue to offer this
coverage.

The problem is property casualty insurance. Even though, as we have seen, the
total after-tax loss to the property insurance industry under TRIEA cannot exceed
$65 billion, and even though total reserves exceed $500 billion, the industry con-
tinues to claim that adding WMD risk would threaten it with bankruptcy. But as we
have seen, this argument can always be addressed by adding special provisions that
reduce the industry’s burden. Requiring insurers to add WMD risk would seem by
far the simplest fix.

Going forward, the TRIA arrangement has been renewed for another seven years
despite the fact that insurance companies have had ample time to recover from Sep-
tember 11 and the likelihood that free reinsurance will only induce further depen-
dence on government largesse. Congress’s failure to include CBRN events in the
“make available” requirement, however, means that special attention must be paid
to the WMD issue, particularly as it relates to workers compensation. Removing the
loss cap could force private workers compensation insurers to abandon the line.
This, in turn, would force government to intervene so that the burden still fell on
the public sector. Including WMD risks in future government schemes can avoid
this result.

In concluding, we propose a simple rule the government could adopt as a guide
to providing efficient and effective terrorism insurance: When intervening in ter-
rorism insurance markets, government plans should mimic as closely as pos-
sible what operative private markets would have done. Following this rule would
encourage the designers to resist government subsidies and to endorse risk-based
premiums.

Notes

1. Technically, a CBRN attack need not be massive; for example, in 1984 members of the
Rajneeshsee cult poisoned a few salad bars in Oregon. However, the focus of this chapter—
and most of the CBRN insurance literature—is on massive attacks. It has also been suggested
that a nuclear attack is of a different kind compared with the other CBRN modes; we address
special issues associated with nuclear attacks in what follows.

2. The events were Hurricane Andrew in 1992, the Northridge earthquake of 1994, and the
September 11, 2001, terrorist attack. The private market for flood insurance in the United
States broke down after disastrous floods along the Mississippi River in 1927 and a federal
program has provided most U.S. flood insurance since then.
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3. Arrow (1965) shows that deductibles, in which insured parties are indemnified only for’
losses above some limit, represent the optimal form for partial insurance. Deductible policies
are preferable to coinsurance policies, in which the insured party is indemnified for a fixed
percentage of all losses, because they allow full recovery above the deductible limit. This js
the same range of losses in which insurance provides the greatest benefit.

4. The incentive for a firm to purchase insurance is reduced, and may vanish, when the firm is
owned by a Jarge number of individual investors, each of whom owns an infinitesimal share
of the firm and holds a diversified portfolio of such securities (Smith 2005). In practice, con-~
cern with the costs of bankruptcy, the incentives of managers (as opposed to those of share-
holders), and tax effects combine to cause most firms to purchase insurance against a wide
range of risks (Jaffee and Russell 2006).

5. A related problem is that catastrophe losses tend to be geographically concentrated and to
have a simultaneous impact on several insurance lines. This makes it difficult for insurers
to maintain a diversified risk portfolio (GAQ 2006e). Furthermore, the large fixed costs of - .
entry into a catastrophe line—to create underwriting skills, marketing ability, and claim reso-
lution facilities—make it uneconomic for an insurer to maintain a diversified portfolio by tak-
ing on just a small amount of risk in each catastrophe market.

6. However, Warren Buffett, whose firm Berkshire Hathaway now owns a range of insurance
and reinsurance firms, has taken a different tack. Buffett’s firm has at least twice put its size-
able capital at risk to take on catastrophe risks, once taking on earthquake risk after the
Northridge earthquake and more recently, in 2006, taking on hurricane risk the year after
Katrina. In both cases, Berkshire Hathaway prospered because the insured events did not
occur.

7. There is a well developed literature on “ambiguity aversion” which shows that, in practice,
individuals shy away from taking gambles when the true odds of the events are hard to deter-
mine. See Ellsberg (1961) for the behavioral evidence and Hogarth and Kunreuther (1989) for
an application to insurance markets.

8. The private market for flood insurance in the United States broke down even earlier; most
U.S. flood risks have been covered by the federal National Flood Insurance (NFI) program
since 1968. The NFI program faced a $20 billion deficit following Hurricane Katrina. Flood
insurance is similarly a government responsibility in most other developed countries, although
it appears that England has maintained a unique public/private partnership for insuring floods
(Jaffee 2006).

9. Anecdotes also circulated concerning policy terminations or enormous premium increases
on policy renewal. For example, it was reported that prior to September 11, O’Hare airport in
Chicago paid a $125,000 annual premium for $750 million of terrorism coverage. When it
renewed after September 11, it was required to pay $6.9 million for just $150 million of cov-
erage (Zanetti, Schwartz, and Lindemuth 2007). Other entities, including NFL football teams,
could not obtain any coverage at all. Tenants in landmark buildings also found reason to
move into less likely targets as their leases ran out. Abadie and Dermisi (2006), for example
document how vacancy rates in three Chicago trophy buildings, including the Sears Tower,
rose relative to other Chicago office buildings.

10. The value of U.S. nonresidential construction did fall by about $100 billion (at annual
rates) or about 6 percent from 2001-Q2 to 2002-Q3. Nonresidential construction activity,
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however, had fully recovered by 2002-Q4 while residential construction activity rose steadily
throughout the period. GNP also rose steadily over this period, albeit at a relatively slow rate.

11. TRIA relates only to specific lines, including most commercial property and casualty in-
surance and workers compensation. It does not relate to health, life, malpractice, commercial
auto insurance, or various other lines.

12. The $100 million TRIEA trigger avoids a strategic gambit in which an operating com-
pany could create its own “captive” insurer to obtain low-cost TRIA indemnification if the
firm were attacked. The $100 million loss trigger is meant to preclude indemnification if an
attack were to occur against just one such firm.

13. Losses due to fire following a WMD attack would be covered by fire insurance policies in
certain states.

14. In the 2007 renewal of TRIA, the question of how best to deal with WMD risks was left
for further study. The pros and cons of permanent government intervention in this industry
have been extensively debated (Dixon et al. 2007; Doherty et al. 2005; and Jaffee and Russell
2006).

15. In fact, anthrax has been publicly released at least twice, once in 1979 in the Soviet city of
Sverdlovsk and again in the 2001 U.S. mailings.

16. The RAND study assumes that all of the buildings are fully insured against an anthrax
attack. In fact, the U.S. Treasury (2005) reports that only about three percent of buildings
actually have CBRN coverage. This reinforces the RAND study’s conclusion that no U.S. tax-
payer funds would have been spent to pay TRIA claims from such an event.

17. In his economics Nobel Prize acceptance speech, Schelling (2005) explains the nonuse of
nuclear weapons after World War II in part by the concern that the word nuclear brings to
strategic war analysis. Also note that private insurers had no problem providing Union Car-
bide with insurance to cover its fertilizer manufacturing plants in India, even though the 1984
Bhopal gas tragedy caused approximately 3,800 deaths and several thousand other perma-
nent and partial disabilities. The final settlement for the disaster totaled $470 million, of
which private insurers paid $200 million.

18. The result actually recreates an old form of insurance called an “assessable reciprocal
mutual.”

19. Interestingly, the Nuclear Energy Institute published a fact sheet titled “Price-Anderson
Act Provides Effective Nuclear Insurance at No Cost to the Public” in June 2006. The “No-
Cost” statement presumably refers to Tiers 1 and 2 that, indeed, are funded by the industry.
The article, however, makes no reference to the Tier 3 exemption from any claims above the
$10 billion limit. These will be paid by the “public” either by the individuals directly affected
or through government payments funded by U.S. taxpayers.

20. William Frist is quoted as saying that “an inevitable bio-terror attack” would come “at
some time in the next ten years.” Views like this persuaded the United States to spend more
than $33 billion on bioterrorism countermeasures between 2002 and 2006 {Agence France
Presse 2005).

21. Osama bin Laden’s desire for such a device has been noted frequently. See, for example,
the testimony of Jamal Ahmad al-Fadl, a native of Sudan and ex-bin Laden associate, in the
trial of the earlier World Trade Center bombing (United States of America v. Usama bin
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Laden, et al., 2001). On the other hand, it is clear that even committed nation states such as
Iran and North Korea face significant, though as Langewiesche (2007) notes not insurmount-
able, obstacles in developing and delivering the weapons.

22. For example, the Aum Shinrikyo Tokyo subway gas attack achieved very little, although
it was four years in the planning with a generous budget and virtually no monitoring by the
Japanese police.

23. It is also sometimes suggested that terrorists are strategic in their choice of targets and
that this complicates the process of computing event probabilities (Willis et al. 2005). How-
ever, if we can decipher the specific strategy employed by terrorists, then this should actually
facilitate the determination of event probabilities. Or, if we cannot decipher the specific strat-
egy, then the distribution of actual events should be observationally equivalent to the types of
stochastic processes that Mother Nature employs in creating natural disasters.

24. See Zanjani 2006 for a recent analysis of the California Earthquake Authority..

25. LIBOR stands for The London Interbank Offered Rate. This interest rate is commonly
used as the standard against which other interest rates are measured.

26. In technical terms, natural disasters might be considered “zero beta” or “low beta” risks,
since they tend to be uncorrelated with other factors that influence stock prices. According to
the capital asset pricing model, investors should be willing to pay premium prices to obtain
securities with low or zero betas. This argument would not, however, apply to terrorism risks
to the extent that they are considered more likely to affect the stock market and macro-
economy.

27. The owners of trophy buildings in city centers will face higher premiums for their terror-
ism insurance, and may also be forced to accept lower rents, in order to keep their tenants
from choosing safer locations in buildings that are smaller andjor further removed from the
city center.

28. Kunreuther and Heal 2003 discuss a case in which the benefits of mitigation require si-
multaneous group action, so that if one party fails to carry out his share, the group as a whole
has less incentive to mitigate.

29. An even more direct mechanism would be to hold the terrorists liable, but the paper
assumes this is not possible. :

30. Such an arrangement was part of the House version of TRIPRA (HR 2761) but was
dropped from the final legislation.

31. North Dakota, Ohio, Puerto Rico, the U.S. Virgin Islands, Washington, and Wyoming.

32. Arizona, California, Colorado, Idaho, Maryland, Michigan, Minnesota, Montana, New
York, Oklahoma, Oregon, Pennsylvania, and Utah.

33. This could only happen in the United States, since comparable plans in European coun-
tries all charge a fee. There is an explanation: gratis government reinsurance could be inter-
preted as an export subsidy, which European Union rules prohibit.

34. A scheme in this general form was proposed in the U.S. House of Representative as H.R.
846, the Homeowners Insurance Availability Act of 2005, but did not pass.



